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Abstract. Reachability analysis for timed automata using SAT-basethods was considered in

many papers, occurring to be a very efficient model checléspriique. In this paper we show
how to apply this method of verification to timed automatawdiscrete data, i.e., to standard timed
automata augmented with integer variables. The theotel&sription is supported by some pre-
liminary experimental results.

1. Introduction

Verification of correctness of systems, programs and potéds a topic of a big practical importance.
There exist many methods of testing correctness. One of tist widely used is thenodel checking
approach.

The first step towards applying model checking is to desdfibesystem to be verified, using one of
the appropriate formalisms. In the case of systems with tiependencies, the most popular description
methods are Petri nets with time [12, 16] and timed automHtalp order to obtain a more compact
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description, the formalisms are augmented with additidiag. In this paper we consider TADD - timed
automata with discrete data (i.e., integer variables).

Model checking techniques can be applied to verificationasfous classes of properties. In this
work we focus on testing reachability, i.e., checking wieettne system can ever be in a state of certain
(usually undesired) features. This, in principle, shoelglire searching through the whole state space of
this system (model). However, in most the cases such a seanciot be done due to tséate explosion
i.e. the fact that the state spaces - in particular thesenwdisystems - are very large (even infinite).
Many methods of dealing with this problem have been developethis work, SAT-based verification
(i.e., Bounded Model Checking - BMC) is applied.

There exist many publications devoted to verification ofeiihautomata - either standard ones, or
extended in various ways [3, 5, 7, 8, 9, 10, 14, 17]. These autgd with integer variables are considered
mainly in a series of papers related to the toelPdAL [6]. On the other hand, reachability checking is
covered in many works [5, 8, 10, 15, 17]. In our paper we carsidsubset of automata supported by
UPPAAL, and the approach to reachability verification which fokosome previous works dealing with
SAT-based model checking for standard timed automata @,714].

The rest of the paper is organised as follows: in Section 2raéghe preliminary information, among
others the definitions of timed automata, their networks@mtrete models for them. The next section
introduces discretised models for the automata, whereeso8el discusses reachability verification.
Sections 5 and 6 contain experimental results and final fesmar

2. Preliminaries

Let IN denote the set of naturals (includiny Z7 - the set of integerd)) - the set of rational numbers,
andIR (IR.) - the set of (non-negative) reals.

2.1. Transition Systems

In our further considerations we need the notiotrafsition systemsSo, in what follows by a transition
system we mean a tuple = (S, s", A, —), whereS is a set of states? € S is the initial stateA is a set
of labels, and—C S x A x S is a (labelled) transition relation. The system starts airtitial state, and
if (s,,s’) €= then it can change its state frofmo s’ on the label\. We write s A o if (s,\,8) €=,
ands — ¢ if there exists\ € A s.t. (s,)\,s’) €—. By ak-pathin S, for k¥ € IN, we mean a finite

sequencer = (so, ..., s;) of states ofS s.t. s = s ands; — s;41 forany0 < i < k. We say that a
states is reachablein S if there existsk € IN and ak-pathm = (s, ..., sx) such thats;, = s.
2.2. \Variables

Let IV be afinite set of integer variables. The seanfhmetic expressionsverIV, denotedExpr(IV),
is defined by the following grammar:

expr i=clv|v®c|c®@v|v®u,

wherec € ZZ, v € IV and® € {+, —}.
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The set ofboolean expressioraver [V, denotedBoE(IV'), is defined by

B = true | expr ~ expr [ BAB| BV 8|6 (8),

whereezpr € Expr(IV) and~e {=,#,<,<,>,>1}.
The set ofinstructionsover IV, denoted/ns(IV'), is given by

an=¢€|v:=expr|aaq,

wherev € IV, expr € Expr(IV'), ande denotes the empty sequence. Thus, an instruction idves
either amatomic instructioroverIV (v := expr), or a (possibly emptydequencef atomic instructions.
Moreover, byIns®(IV) we denote the set consisting of all thesec Ins(IV) in which anyv € IV
appears on the left-hand side ef£" (i.e. is assigned a new value) at most once.

2.2.1. Variables valuation

By avariables valuationwe mean a total mapping : IV — ZZ. We extend this mapping to expres-
sions of Expr(IV') in the usual way. Moreover, we assume that the domain of sdtwreeach variable
is finite.

The satisfaction relation=) for a boolean expressiofi € BoE(IV') and a valuationv is defined
as:v i=true, v iEBi AGeiff viESrandv = Go, viE LV Giff viESL OV E B, v E S
iff v i~ 3, andv = expr; ~ expry iff v(expr,) ~ v(expry). Given a variables valuation and an
instructiona € Ins(IV'), we denote by («) a valuationv’ such that

o if = ethenv’ = v,

e if = (v:=expr)thenforallv’ € IV itholdsv’(v') = v(expr) if v/ = v, andv’(v') = v(v’)
otherwise,

o if a =ajasthenv’' = (v(aq))(a2).

2.3. Clocks

LetX = {z1,...,z,, } be afinite set of real-valued variables, caltdocks The set otlock constraints
over X, denoted’(X), is defined by the grammar:

ccu=true |z ~c|x; —xj; ~cl|ccAce,

wherez;,z; € X, c € IN,and~ € {<,<,=,>,>}. Let X" denote the set U {z(}, wherezo ¢ X
is a fictitious clock representing the constantAn assignmenbver X is a functiona : ¥ — X,
Asg(X') denotes the set of all the assignments oVer

2.3.1. Clock valuation

By aclock valuationwe mean a total mapping: X — IR.. The satisfaction relatiori) for a clock
constraintcc € C(X) and a clock valuatior is defined as: = true, ¢ = (z; ~ ¢) iff c(x;) ~ ¢,
c k= (z;—xj ~ ) iff c(x;) —c(x;) ~ ¢, andc = cey Acey iff ¢ = ¢y andc [= cco. In what follows, the
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set of all the clock valuations satisfying a clock constrairis denoted byfcc]. Given a clock valuation
candd € R4, by c + 6 we denote a clock valuatiod such thatc’(z) = c(x) + 6 for all x € X.
Moreover, for a clock valuation and an assignmentc Asg(X'), by c(a) we denote a clock valuation
¢’ such that for all: € X it holds ¢/(z) = c(a(z)) if a(z) € X, andc'(x) = 0 otherwise (i.e., if
a(x) = x0). Finally, by c® we denote thénitial clock valuation, i.e., the valuation such th{z) = 0
forallz € X.

2.4. Timed Automata with Discrete Data

In our paper we assume a definition of timed automata withreliscdata which extend the standard
timed automata of [1] in the following way:

Definition 2.1. A timed automaton with discrete da(@ADD) is a tuple A = (£, L,1°, IV, X,£,T),
where/ is a finite set olabels (actions) L is a finite set ofocations " is theinitial location, IV is a
finite set of integer variablesy is a finite set of clocksS C L x £ x BoE(IV) x C(X) x Ins®(IV) x
Asg(X) x Lis atransition relation andZ : L — C(X) is aninvariant function

The invariant function assigns to each location a clock taitg expressing the condition under
which A can stay in this location. Each element (1,1, 5, cc, o, a,l’) € £ denotes a transition from the
location! to the location’’, wherel is the label of the transitiofy 3 andcc define the enabling conditions
for ¢, « is the instruction to be performed, amds the clock assignment. Moreover, for a transition
t= (1,13, cc,a,a,l) € Ewe write source(t), label(t), vguard(t), cquard(t), instr(t), asgn(t) and
target(t) for I, [, 3, cc, a, a andl’ respectively.

Semantics of the above automata is given as follows:

Definition 2.2. Semanticeof a TADD A = (£, L,1°, IV, X, &,T) for an initial variables valuatior? :
IV — Z is a labelled transition syste®(A) = (Q, ¢°, Ls, —), where:

e Q={(,v,c)|[le LavezZMVI nceRY AckET(1)} is the set of states,
o ¢° = (19v% cY) is the initial state,
e Ls=LUIR, isthe set of labels,

e — C () x Ls x @ is the smallest transition relation defined by the rules:

—forle L, (Z,V,c)—[>(l’,v’,c’) iff there exists a transition = (I, [, 3, cc,a, a,1') € £ such
thatv = 3, ¢ = cc, v = v(a), ¢ E Z(1) andc’ = c(a) = Z(I') (action transition)

— ford € Ry, (I, v, c)i(l,v, c+9)iff c,c+ 9 = Z(1) (time transition)

A transitiont € £ is enabledat a stat€l, v, c) if v = vguard(t), c | cguard(t) andc(asgn(t)) E
Z(target(t)). Intuitively, in the initial state all the variables are gettheir initial values, and all the
clocks are set to zero. Then, being in a state- (I, v,c) the system can either execute an enabled
transitiont and move to the stat¢ = (I’,v’,c’) wherel’ = target(t), the valuation of variables is
changed according tastr(t), and the clock valuation is changed according4gn(t), or move to the
stateq’ = (I, v, c + &) which results from passing some tiniec IR such thaic + ¢ = Z(1).

We say that a location (a variables valuatiorv, respectively) iseachableif some state(l, -, )
((-,v,-), respectively) is reachable 8(.A).
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2.5. Networks of TADD

We assume that a system to be tested is described byreeseb(R of timed automata with discrete data
A={A; |t =1,...,n} which run in parallel. The automata communicate with eabtlerotia shared
(i.e., common for some automata) variables, and perfornsitians with shared labels synchronously.
We assume the schemernotiltisynchronisationwhich requires the transitions with a shared label to be
executed synchronously by each automaton that contaimatiel in its set of labels. To obtain a clear
semantics of variable updating it is necessary to fix theravélenstructions in the case of synchronous
execution of transitions. Thus, the transition whose utdion is to be taken first (called thmutput
transition) is marked with the charactér whereas these which are to be taken later ftipait ones)
are marked with the charactér We assume additionally that the input transitions do nolatg shared
variables, and that for each shared lalibkere is exactly onel; € 21 in which transitions labelled with
are output ones.

Let = {A; = (L, L, 19,1V, X;,E,T:) | i = 1,...,n} be a set of TADD. Defin&(l) = {1 <
i <n |l e L}, which is a set of indices identifying the automata2bfcontaining the label. In
order to fix the ordering of instructions, we introduce aipafunction fy : (J;"; & — {!, 7} which
marks the transitions with the common labels withnd ?, satisfying the conditions: for eachwith
|L(label(t))| > 1 there exists € L(label(t)) such that for each’ € &; with label(t') = label(t)
fa(t') =landfor allj € L(label(t))\{i} and allt” € &; with label(t") = label(t) fu(t") =7, whereas
for eacht with |L(label(t))] = 1 fy(t) is undefined. Moreover, given a subsket= {ji, ..., jm} Of
{1,...,n} and the instructionge; € Ins®(IV) | j € J}, definel | ; a; as a sequence;, ...«
with ji, € J andjy, < jg,,, foreachi =1,...,m —1.
Definition 2.3. Let?l = {A; = (£;, L;, 19,1V, X, &, T:)) | i = 1,...,n} be a set of timed automata
with discrete data such that N X; = @ forall i, j € {1,...,n} withi # j, and letfy : U, & —
{!,?} be a partial function which fixes the ordering of instructiorA parallel composition(produc)
of 21, denotedA; ||Az|| . .. || 4., is the timed automaton with discrete data= (£, L,1°, IV, X, £, ),
where:

o L=U", Li, L=T] L, 1°=(0,....09),IV=UL, IV, X =U~L, A,

¢ the transition relatioi is defined in the following way:
(L, ), LB e, aa, (14, ..., 1)) € Eiff

— either there existg € L£(I) andt € &; with label(t) = [ s.t. fo(t) =!, and for alli € L(1)
(lia [) ﬁ’i) Cci,@i,aialg) € gi! ﬂ = /\iéﬁ([) ﬂi! = /\ieﬁ([) G, O = uléﬁ([)\{j} Oy, O =
Uiz @ and foralli € {1,...,n} \ L() itholdsl; = I;,

— or there existg € {1,...,n} such thatl(l) = {j}, (I;,(,8,¢cc,a,0,l%) € &, and for all
ie{l,...,n}\{j}itholdsl =i,

o Z((l1,. .., ln)) = Niuy Zi(Ly).
Notice that the assumption that the input transitions doupatate shared variables ensures that the
above definition is correct, since for each instructiomppearing in4 we havea € Ins®(IV) (i.e.,
while performing any instruction it each variable is updated at most once). The assumptionhidat t
sets of clocks of the automata are disjoint is made for sititpl{without it, fixing the order of clock
assignments in the case of synchronous execution of theiticars would be required).
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2.6. Concrete Models for TADD

LetA={A; |i=1,...,n} beasetot TADDA = (£, L,I°, IV, X, £, T) be its parallel composition,
andS(A) = (Q,¢", Ls,—) be the transition system (semantics) fér An atomic propositionis of
the form A;.l or expr; ~ expry, Whereexpr,,expry € Expr(IV), ~ is a relational operator, and
l € L;. The set of all the atomic propositions of the for#y.l is denoted byPV,., the set of all the
atomic propositions of the formzpr, ~ expry - by PV, we define alsaPV := PVj,. U PV,q.
In order to reason about properties of a system representet, we introduce dabelling function
V:Q — 2PV  Forqg = ((Ily,...,ln),v,c) € Q, V(q) is given as followsexpr, ~ expry € V(q) iff

v | expry ~ exprqy, andA;.l € V(q) iff I; = I. A concrete modek a pairM = (S(A), V).

3. Discretised Models for TADD

As it is easy to see from the above description, transitistesys (and therefore concrete models) for
TADD are usually infinite. Infinite number of their statesléols from infinity of the time domain only,
since we assumed the domain of values of the integer vasidblee finite. Moreover, the séls is
infinite as well. However, in order to perform a verificationadn efficient way, we need to replace the
above model by a finite structure which preserves the priegeof interest. For simplicity we provide a
description for one automaton only, but the method can bityegsplied also to networks of TADD.
Givena TADDA = (£, L,1°, IV, X, £,T), denote by,,....(A) the largest constant appearing in the
clock constraints occurring in all the enabling conditi@mgl the values of the invariant function 4f
Moreover, for any € IR,, let frac(d) denote the fractional part @ and let|d] denote its integral
part. Denote byS(.A) a transition system farl which differs fromS(.A) in the set of labels only, i.e.,
S(A) = (@, ¢% Ls, —), with L5 = L U [0, ¢z (A) + 1]. Itis easy to prove the following lemma:

Lemma 3.1. The following conditions hold:
a) any locatiori of a TADD A is reachable i (A) iff it is reachable inS(A);

b) any valuationv of integer variables of a TADD! is reachable i (A) iff it is reachable inS(.A).

Proof: The “<" parts of both (a) and (b) are obvious. The-" parts can be proven by an induction
on the length of the path on which the locatibor the valuationv is reachable irS(A). In order to
prove (a) it is sufficient to notice that for any time step oébéld > ¢4, (A) + 1 one can replacé by

8 < emae(A) + 1, obtaining a time transition i (.4). More precisely, iffrac(5) = 0, then we can put

8 = emaz(A) + 1, andd’ = cpae(A) + frac(d) otherwise. To prove (b), one should notice also that
replacingd by ¢’ does not influence the values of integer variables. O

The transition systemS(.A) andS (A) for a given automatord are of an infinite (and uncountable)
number of labels and of an infinite (and uncountable) numbstates. As it has been stated previously,
the above fact does not follow from the presence of integeabkes, since the number of their possible
values is finite. Therefore, in order to obtain a finite stuuetappropriate for reachability verification,
we can follow the solutions for standard timed automata. sThwe apply the result of Alur and Dill
[2] which states that the reachability problem for the psippons of PV;,. andS(.A) (and therefore for
PV, and §(A)) can be reduced to the reachability problem for a transisipstem of finitely many
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states and finitely many labels. This can be done by defininggalivalence relation (callegegion
equivalence which equates two states of the same location if they agneth® integral parts and on
the ordering of the fractional parts of the values of all ttecks. However, following [19], we apply a
weaker variant of the region equivalence, defined below.

The equivalence relatiory, calledweak region equivalencés defined over the set of all the clock
valuations forX in the following way:

Definition 3.1. For two clock valuations:, ¢’ € IR'f', c ~ c iff for all z,2/ € X the following
conditions are met:

a) [c(x)] = [/()],
b) frac(c(z)) = 0iff frac(c'(z)) =0,
c) frac(c(z)) < frac(c(z’)) iff frac(c'(z)) < frac(c'(z')).
It has been shown in [19] that the following two lemmas hold:

Lemma 3.2. Let X be a set of clocks, and ¢’ € IR'f' be clock valuations s.tc ~ ¢’. Then, for any
clock constraintc € C(X) itholdsc € [cc] < ¢ € [ec].

Lemma 3.3. Let X be a set of clocks, and ¢’ € IR‘f‘ be clock valuations s.t. for any clock constraint
cc € C(X),c € [ec] <= ¢ € [ec]. Then, it holdsc ~ ¢’

The next lemma follows from the definitions of the involvedians in a straightforward way:

Lemma 3.4. Let X be a set of clocks, and ¢’ € IR‘f‘ be clock valuations such that~ ¢’. Then, for
anya € Asg(X) itholdsc(a) ~ c/(a).

3.1. Discretisation

In order to obtain a structure appropriate for reachabildgification using BMC, we apply the discreti-
sation defined in [19]:

LetA = (L,L,I° IV, X,&,T)be atimed automaton with discrete data. For everyg IN we define
D,={deQ|(FkeN)d-2"=k}andE,,={ec Q| (Fk e N)e-2" =k A e < Cpas(A)+1}.
Next, we choos® = | J,._, D, as the set of discretised clock values, d@e- | J,;_, E, as the set of
labels. Then, we obtain the following lemmas [19]:

Lemma 3.5. For everyc € IR there exists’ € DI*! such thatc ~ ¢'.

Lemma 3.6. Letc € R‘f‘ be a clock valuationy € [0, ¢paq(A) + 1], andm € IN. Then, for each

= D,'f' such thakc ~ ¢’ there exist®’ € E,, .1 such that + ¢ ~ ¢’ +¢’. Moreover,c’ + ¢’ € D,Lﬂl.
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Next, we define a discretised transition systemAoasD(A) = (Qp,q’, LU E,—p), whereQp =
{(,v,e)|[le L A vezZVl A ceD® A ceZ(l)},and the transition relatior: , consists of
the following two types of transitions:

o forle £, (I,v,c) —p (I,v,c)iff (I,v,c) = (I',v',¢') in S(A) (action transition),
o fors € E,(I,v,c) >p (I,v,c +6) iff ¢+ = Z(1) (time transition).

We can prove the following theorem:

Theorem 3.1.Let A = (£,L,1°,IV,X,£,7) be a TADD,! € L be a locationy € Z!'Vl be a
valuation of integer variables, arde IR‘f‘ be a valuation of clocks. If the statg v, c) is reachable in

S(A), then there exists a clock valuatiehe D!¥! such thak’ ~ ¢ and the staté¢/, v, ¢’) is reachable
inD(A).

Proof: Assume that the staté, v, c) is reachable i (A). Thus, there exists/apathr = ((lo, vo, co),
o (U, Vi, ) with (1o, vo, co) = (19,v0,¢°) in S(A) such that(ly, v, cx) = (I, v,c). We apply the
induction on the length of.

The base case is obvious, since e IR'f| andc® € DI, and thereforgl?,v9, c°) is reachable
both inS(A) and inD(A). For the induction step assume that there exists a @fate, vj_1,c’) such
thatc’ € DIl ¢/ ~ ¢;_4 and(lx_1,vi_1,c’) isreachable irD(.A). Next, consider the following cases:

a) The last transition of is a time transition o (A), i.e., it is labelled with§ € [0, cpaz (A) + 1].
Thus, we havé, = l;,_1, vi = vi_1 andc, = cx_1 + §. From Lemma 3.6 there exists € E
such that’ + ¢’ ~ ¢;_1 + 4. This means that the statk,, vi, ¢’ + ¢’) is reachable irD(A), and
c +6 ~cy.

b) The last transition of is an action transition i (A), i.e., it is labelled with somee £ in S(A).
Therefore, vy = vi_1(@), ¢y = cx—1(a), and(lx—1,Vir_1,Ck—1) 4 (Ix, v, i) for a transition
(lg—1,1, B, cc,a,a,l;) € €. Fromc' ~ ¢,_1 and Lemma 3.2 we have thé_1,vy_1,¢) —[>D
(Ig, vk, c/(a)) is an action transition i (.A4). This means that the statk,, v, ¢’(a)) is reachable

in D(A), and from Lemma 3.4 we hawé(a) ~ c.
O

Itis clear that every:-path inD(.A) is also ak-path inS(A). Thus, each reachable statelofA) is
also a reachable state 8f.A). From this and from Lemma 3.5 we obtain the following results

Corollary 3.1. Any location of A and any valuation of integer variables is reachabI§GM) iff it is
reachable irD(A).

Corollary 3.2. Given a set of propositional variablddV = PV,,. U PV,,. and a concrete model
M = (S(A),V)withV : Q — 2PV, For anyp € PV, there exists a reachable statef M satisfying
p € V(q) iff there exists a reachable stateof a discretised model/p = (D(A),V |g,,) satisfying

o € Vlgp (d).
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The last corollary means that discretised transition systend models can be applied to testing reacha-
bility.

The transition systerf?(A) is of a countable set of states and of a countable set of lalvetsder
to check reachability in an efficient way, we again apply thletsons shown in [19], i.e, test reachability
on normalised speciak-paths Givenm € IN, denote byh(m) the value| 221 |. A normalised special
k-path is ak-pathm = (qo, ..., qx) S.t. for each even (0 < i < k) the transitiong; —p ¢;+1 is a time
transition labelled withd € Ej,;) 11, for each odd (0 < i < k) the transitiong; —p ¢;41 is an action
transition, and all the clock values @f (i = 0, ..., k) belong toD,,;. Analogously as in [19] we can
obtain the following result, useful for efficient encodimgSAT-based verification (see the next section):

Lemma 3.7. Any location/ and any valuation of integer variabledss reachable irD(.A) iff it is reach-
able on some normalisédpath of D(A).

4. Testing Reachability

In order to apply Bounded Model Checking to testing readhpluf a state satisfying certain (usually
undesired) property, we unfold the transition relation afieen automaton up to some depth and
encode this unfolding as a propositional formula. Then pitoperty to be tested is encoded as a propo-
sitional formula as well, and satisfiability of the conjuinat of these two formulas is checked using a
SAT-solver. If the conjunction is satisfiable, one can codelthat a counterexample (a path to an unde-
sirable state) was found. Otherwise, the valué &f incremented. The above process can be terminated
when the value ok is equal to the diameter of the system, i.e., to the maxinmgjtteof a shortest path
between its two arbitrary states.

All the clock values on a normalisédpath are bounded by a numbi€rdepending ok andc, 4. (\A)
[19]. Since the number of locations and values of integeiatsées is finite, we can represent (encode)
each state on a normalisédpath by a bit vector of the length, depending on the number of the
locations ofA, the numberX, the number of the integer variables and clocks, and themabpossible
absolute value of the integer variables. In order to synshdii represent normalised-paths inD(.A)
for a given TADDA, we use vectors of propositional variables, calitate variables Denote bySV a
set of state variables, containing the symbslse and false. Each state of a normalisédpath can be
symbolically represented as a valuation of a ve®oe= (w,...,w,, ) of state variables. If we define
a valuation (interpretation) of state variableslias SV — {0, 1}, then its extension for vectors of
state variabley/ : SV — {0,1}"* can be given by (wy,...,w,, ) = (V(w1),...,V(wy,)). In
what follows, we identify for simplicity the states ©f(.4) and their symbolic representations. Then, we
define the following propositional formula®(= (ws, ..., w,,) andw’ = (wy, ..., w;, ) are vectors of
state variables):

e /(W) - a formula s.t. for every interpretatiori : SV — {0,1} of state variables} satisfies
I(w) iff V(W) is the initial state ofD(.A),

e T'T(w,w') - aformula s.t. for every interpretation : SV — {0,1} of state variables}y’
satisfiesI'T'(w, w') iff V(W) LA V(W')in D(A), for somes € E,

e AT(w,w') - a formula s.t. for every interpretatioi : SV — {0,1} of state variables})’
satisfiesAT (w,w') iff V(W) Lp V(W') in D(A), for somel € L.
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Then, we define the formuleuthy(Wo, . . ., Wy ) which symbolically encodes all the normalisegaths
starting at the initial state dP(.A):

k—1

pathk(Wo, e ,Wk) = I(Wo) N /\ T(W@,WZ‘_H),
=0

where w; are vectors of state variable§(w;,w;;1) = T7T(wW;,W;4+1) if ¢ mod 2 = 0, and
T(W;,W;y1) = AT(W;,W;+1) if i mod 2 = 1. Given the above formula and a propositional for-
mula udp(w) which encodes the set of states satisfying some undesipabfeerty whose reachability
is to be checked, we try to establish whether a state thaffiestidp(w) can be reached on/apath
starting at the initial state. This is done by checking §atidity of the formula

k
reachy, ::= pathy(Wo, ..., Wg) A \/ udp(W;).
i=0

The unfolding of the transition relation (incrementing tredue ofk) is terminated if either the above
formula is satisfiable (which means that a state we are sSegrédr is reachable), or it is impossible for
a given SAT-solver to check the satisfiability of the form(dad so in our case no answer can be found).

Besides searching for errors, the BMC technique can be pjgited to proving correctness of a sys-
tem (i.e., showing that the undesired property does notfoolit). Instead of the simplest but inefficient
solution, i.e., incrementing the value bfup to the diameter of the system, the method of [18] can be
applied. It consists in using a SAT-solver to searching forimimal possiblek such that if the property
holds at none of thé-paths then it is unreachable at all, and then, when sucts dound, checking (as
described above) whether the property really does not holti@k-paths. A detailed explanation of the
method can be found in [18] (the paper deals with standarddiautomata, but the idea of the method
is not influenced by the presence of integer variables).

4.1. Implementation Details: Encoding Action Transitions

One of the important elements of the implementation is tegse propositional formuldBT (w1, W)
and AT (w1, w3) which encode time- and action transitions of a (network &PD. Since the un-
folding of TT'(w1,w2) does not differ from that for standard timed automata preseim previous
works, we present the details of encoding action transtioha network of TADD = {A; =
(Liy Liy 19,1V, X, E,T;) | i = 1,...,n}. The encoding method assumes that the transition relation o
a TADD can contain several elements of the same label.

A formula which encodes the action part of the transitioratieh is a disjunction (over the set
L =J;, £; of all the actions of() of formulas which encode all the transitions labelled wfité given
action:

AT(Wl,WQ) n= \/ B[(Wl,WQ).

leL
In order to encode the formulB;(w,w2) we define some auxiliary sets and functions. Let for
{1,...,n}andl € £, Tr(;  denote the set of all the transitions.4f which are labelled with the action

[, and letL(I) be defined as in Sec. 2.5. Now, for egcl L(I) let g(; ;, be an arbitraryl — 1 function
9iGy  Trgy — A{0,...,[Tr¢ ol — 1}. Then, we define a functioh; ;, on the setr; ;. Namely,
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for eacht € Tr;y let by (t) = (4,1, source(t), target(t), g¢;p (t)). Eventually, for a given action
[, we define a functior?; on the set’(l). So, for eacly € L(I), let R((j) = HteTr(m{h(j,t)(t)}- In
other words, for each € L(I), Ri(j) is a finite sequence (of the lengfthr; ,|) of tuples of the form
(4,1, source(t), target(t), .o (t)), wheret € Tr; y. The functionR is used to generate the sef;
of all the possible executions of the actibonNow we define the formuld (w1, w2) as a disjunction
(over the setP E)) of formulas which encode all the possible executions ofitteon|, i.e., as

B[(Wl,WQ) = \/ Cr(Wl,Wg).
rePE;

For a given execution of the actionl the formulaC,. (w1, W2) which encodes the executieris a con-
junction of the following formulas: the formula which en@sda concrete execution of the actioim

all the components containifgthe formula which encodes staying all the components nuotiagaing

[ in their current locations, and the formula which encodescating the instruction (i.e. a sequence of
assignments) determined by the concrete execution of tiendc A formula which encodes a concrete
execution of the actiofin a given component (i.e. a concrete local action tramsitjds a conjunction

of the following formulas: the formula which encodes therg of a location in a given component by
the transitiont, the formula which encodes the guard of the transitiothe formula which encodes the
invariant of the target location of the transitionand the formula which encodes the enabling condition
(on the integer variables) of the transitian

5. Experimental Results

The algorithm presented in this paper has been implemeaged part of the tool Vers [11]) in the
programming language C++, and preliminary experimentsevperformed. The computer used was
equipped with the processor Intel Pentium D (3000 MHz), 2 GBiain memory, and the system Linux.
The examples we considered in our tests are standard berichosed in the literature. The first
one was (a modification of) the well-known Alternating BitoRycol (ABP) [4] that provides a reli-
able communication over an unreliable network, using dhedguence numbers of messages and an
acknowledgement to determine whether the message mustrarsmitted. The system modelling it
consists of three automata: Sender, Receiver and FaulfgBufhich run in parallel. Since BMC is
designed to search for errors, we modified the original aatanto simulate an incorrect design, i.e.,
to have the property “at the beginning and always when Semaeives an acknowledgement, values
of Sender’s bit and Receiver’s bits are equal” violated. $hstem (see Fig. 1) contains nine integer
variables §_data, b_data, s_bit, b_bit, s_ack, b_ack, r_data, r_tbit andr_bit), which we assume to be
zero when it starts, and two clocks andzs. The initial locations are coloured. Enabling conditions
of the actions and invariants of the locations are given ackets. For simplicity, the pictures contain
only the synchronisation labels of the transitionsn{d_data, rec_data, send_ack andrec_ack); the
local actions are shown as unlabelled. Moreover, the nare @ropositions ofPV},., labelling the
locations, are shortened to contain no automata names4q@git instead ofSender.s_init). We have
tested reachability of a state satisfying the property= Sender.s_init A s_bit # r_bit. To do this, a
path of length 14 was required. The boolean formula whossfigdtility was tested to this aim consisted
of 22439 variables and 60791 clauses; our implementatiedetk1.26 seconds and 6.20 MB of memory
to produce it. Its satisfaction was tested by a SAT-solveniSht v.1.14 [13]; to check it 0.14 seconds
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(s-data > N) send_data!
s-data =1 b_data = s_data

ini s_send i s_check
s_init S produce/—\ bbit — s bit S wait _{
@ @ Q 21:=0 m rec_ ack’)
2

s_data := s_data + 1 (z1 <T)
ﬁ(s,data > N)

—(s-ack = s_bit)

(s-ack = s_bit)

Sender s.bit :=1— s_bit
(r_tbit = r_bit)
Senq_ack!_ send_ack? send_data?
b_ack := r_bit 22 =0 29 =0
b_ack
rec_data? (d <3 < D) d<zy<D
r_init r_ack b_init b_data
(d <wy < D) (d<axp < D)
—(r_tbit = r_bit) rec_ack! rec_data!
send_ack! s-ack := b_ack r_data := b_data
b_ack = r_bit r-thit := b_bit
Receiver Faulty Buffer

Figure 1. Automata for the Alternating Bit Protocol

and 6.75 MB of memory was used. An error trace (withess)fogenerated by our implementation,
is presented in Table 1 (the ordering of the variables in dbdetcorresponds to that in the description
above).

length of the path locations integer variables clocks
0 0 0 0 0 0 0 0 0 0 0 0 0 0% 0%
1 0 0 0 0 0 0 0 0 0 0 0 0 1451 1451
2 1 0 0 1 0 0 0 0 0 0 0 0 1481 1451
3 1 0 0 1 0 0 0 0 0 0 0 0 23893 2293
4 2 0 0 1 0 0 0 0 0 0 0 0 23893 2898
5 2 0 0 1 0 0 0 0 0 0 0 0 7393 7393
6 3 2 0 1 1 0 0 0 0 0 0 0 0% 09
7 3 2 0 1 1 0 0 0 0 0 0 0 1256 1258
8 3 0 1 1 1 0 0 0 0 1 0 0 1256 1256
9 3 0 1 1 1 0 0 0 0 1 0 0 5258 5258
10 3 1 0 1 1 0 0 0 0 1 0 0 5258 0=%5
11 3 1 0 1 1 0 0 0 0 1 0 0 7238 1494
12 4 0 0 1 1 0 0 0 0 1 0 0 7238 1494
13 4 0 0 1 1 0 0 0 0 1 0 0 9239 3398
14 0 0 0 1 1 1 0 0 0 1 0 0 9239 3495

Table 1. A witness for the property
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z1:=0 req T2 :=10 req
@_(id_=0)_> (21 < A) C(D_(id_zo)_> (22 < A)
(@ <4) z1:=0 (w2 <A) T2 :=10
id:=0 z:=0 . id:=0 T2 :=0 .
id:=1 (id = 0) id:=2 (id = 0)
(1 >9) (z2 > 9)
crit (id=1) wait crit (id=2) wait
Process 1 Process 2

Figure 2. Automata for the mutual exclusion protocol (twogesses)

The next example we considered was the standard Fischettahaxclusion protocol (Mutex). The
system consists aof processes able to enter a critical section. To coordinaie #tcesses, a shared
variableid is used. The automata for Mutex with= 2 are presented in Fig. 2 (the notations used in
the figure follow the patterns introduced for ABP). The bebawr of the system depends on the values
of the parametera andd; the dependencé < A makes the mutual exclusion violated. In this case
we tested the three properties: the negation of the standatdal exclusion property, i.eg; ::=
Vijeqi,...nyinj Process_i.crit A Process_j.crit (“at least two processes are in their critical sections
at the same time”), and the properties ::= /\i,e (1.} Process_i.crit (“all the processes are in the
critical sections at the same time”) apg ::= Process_1.crit A Process_n.crit (“the first and the last
process are in their critical sections at the same time”)e dsults for the above tests, for the values
of parameters\ = 2 andé = 1, are presented in Table 2. Moreover, we checked correctfabe

| property | n | k | variables | clauses | BMC sec | BMC MB | MIniSAT sec | MiniSAT MB |

2 12 8969 24262 0.2 4.1 0.0 4.7
10 12 40145 112622 11 9.1 15 9.9
20 12 82385 232882 2.7 15.8 5.9 19.9

»1 50 12 231497 660838 10.1 40.0 18.1 53.0
100 12 555353 1600106 33.8 44.4 97.8 133.3
150 12 973777 2823078 72.7 161.9 870.8 450.2
200 12 1486877 4330078 129.9 247.1 3464.3 990.7
2 12 8969 24262 0.2 4.1 0.0 4.7
3 26 48014 134434 1.2 10.2 11 10.4

P2 4 40 141516 402382 3.9 25.3 99.7 39.4
5 54 342364 983829 10.0 57.9 1402.0 386.7
6 68 673315 1946906 20.4 111.9 10304.5 1751.1
2 12 8969 24262 0.2 4.0 0.0 4.7
100 12 426581 1213790 28.4 71.1 2.8 60.6

w8 500 12 3313565 9616342 627.0 543.1 51.0 440.0
1000 12 9613697 28193738 2644.6 1585.1 244.8 1348.1

Table 2. Results for the mutual exclusion protoeopfocesses)
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UPPAAL - DFS UPPAAL - BFS BMC
property n sec MB n | sec | MB n sec MB
P1 1200 1321 1980 50 1118 1021 200 130 + 3464 247 + 991
P2 9 10256 375 10 528 207 6 20 + 10305 112 +1751
©3 17 174 1120 50 738 1743 1000 2645+ 245 | 1585+ 1348

Table 3. A comparison with PPAAL

protocol forA = 1 andd = 2. In this case, we were able to verify the mutual exclusiorperty for the
network consisting of processes.

Table 3 provides a comparison of the above results for Mutiéx tive corresponding ones obtained
using the tool WPAAL run in the BFS and DFS mode (both with the options -A -S2 -Zk Values for
BMC denote the time (or memory, resp.) needed to generatsethef clauses plus the time (memory,
resp.) used to solve its satisfiability via MiniSat. The fesallow to assume that althoughPBAAL is
more effective in the cases when a counterexample can bg &asid using the DFS strategy, in the
opposite case, i.e. when not many counterexamples exidttfemefore WrPAAL's BFS search gives
better results than DFS), SAT-based verification occursetdab more efficient. Therefore, the two
strategies and tools seem to be complementary for praetigdications.

6. Conclusions and Further Work

In the paper we have shown how to apply SAT-based reachabéitification to the case of timed au-
tomata with discrete data. In the future, we are going torektbe method to TADD augmented with
urgent transitions and more involved expressions on integgables. As the next step, we are going to
apply bounded model checking to verification of most commpieperties of TADD, i.e, the properties
expressible by formulas of the logics ACTL and TACTL.
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